PaKTOopbl 06LLLEeCTBEHHOIro OTHOLUEHUS
K MOJINTUYECKON aKTUBHOCTU XaKepoB:
IKCNepuMeHTasibHOe nccsiegoBaHve

MuwynnHa NonnHa bl T201



XaKTMBU3M — CMOJIb30BaHe He3aKOHHbIMUM CNOCObaMy KOMMBIOTEPOB U
KOMMNbIOTEPHbIX CeTen 4/14 MPOABMXEHUA MOJANTUYECKNX naen, cBo604bl C/10Ba,
3alUKMTBI MpaB YesioBeka N obecneyeHus ceoboabl MHGopMauun (Peter Krapp)
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Hoporue rpaxnaHe. [puabiBaemM Bac npekpaTtuTb aTo Besymue, He oTNpaBNAUTE CBOWUX
CbIHOBEW M MYXeW Ha BepHYlo cMepTb. [yTWUH 3acTaBnsaeT Hac BpaTh W NogsepraeT
onacHocTW. Hac usonupoeanu ot Bcero Mupa, nepecrany nokynate HedTb U ras. Yepes
HecKonbKo net Mol Bygem xunTb kak B CesepHoun Kopew. [1ns Yero ato Ham? Ytobb! MNyTHH
nonan B y4ebHUKN? 3To He Halla BOWHa, OCTaHOBUM ero!
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[locTaHOBKaA Npo6semMbl

[1pobaema; HeACHOCTb TOro, KakM 0bpa3oM poccnimckoe
06LLEeCTBO OTHOCUTCA K XaKTUBU3MY, 1 TOrO, UTO B NpUHUMNE
OKa3blBaeT BAVAHKME Ha 3TO OTHOLUeHue

iccneaoBaTenbCkMM BONPROC: Kake GakTopbl N KaKM
06pa3oM BAMAKOT Ha 06LLecTBeHHOe OTHOLLUeHre K
NOINTNYECKON aKTUBHOCTU XakepoB?

[peameTt nccneaoBaHmna: peHOMeH XakTUBK3MaA



Llenn v 3apaun

Llenb: BbIACHUTbL COBOKYMHOCTb Kakmnx ¢pakTOpoB BUSAET Ha
opMUpoBaHUA onpeaeieHHOro OTHOLWEHUS K eHOMEHY
XaKTUBU3MY

3a/134K;

e Ha OCHOBE MMeloLLelca InTepaType BbiIABUTb GaKTOPbI,
KOTOpble NoTeHUMaNbHO MOryT OKa3bIiBaTb BANSAHME HA
(He-)ogobpeHme NoOINTNYECKOW aKTBHOCTM XakKepoB

e MPOBECTU conjoint-3KCMepUMeHT

e COAEPXKaTeNbHO 06BACHNTL BblSiB/IEHHbIE B3aIMOCBSA3U U

NX HarnpaBneHume



MeToA: conjoint-aHanun3

HauunoHasnbHas o
AMeprKaHCKMe Xakepsbl Poccumnckme xakepsl
NpUHaaie)XXHOCTb XaKepoB
He apounnpoBaHbl C He a®ounnpoBaHbl C
APPNNpoBaHHOCTb Ponmp PPpuamp
rocysapcTsom rocysapcTsom
XepTBa XxakepcKou aTaku [lpaBnTENbLCTBO PP [NMpaBawaa napTma PO
o YTeuka 1 ornacka BaXxHbIX
TN XakepcKou aTaku DDoS-aTaka

AdHHDbIX

LLiInpokoe ocBeLyeHme B
CpeACTBax MaccoBou
MHPopmMaLmn

Ob6bsaB/EeHbI B

Peakuus Ha aTaky o
MeXAYyHapOoAHbIN PO3bICK

« CumTaeTe N1 Bbl 4€NCTBUSA aKTUBUCTOB 3aCNyXXMBaAKOLWMMM NopuuaHna? (No wkasae ot 1 4o 10)
. Cuntaete N Bbl AenNcTBMA aKTUBUCTOB 3aC/y>XXUBAKOLWVMKX NpecnegoBaHUst CO CTOPOHbI

NpaBOOXpPaHUTE/IbHbIX OpraHoB? (No wkane ot 1 40 10)




Attribute Values

Poccus
HaunoHanbHOCTb CLUA
Kntau

KepTBa xakepckon ataku
[1paBNTENLCTBO

NHCTUTYT CMU
[lpaBaLaa napTus

Poccunda
HauMoHaNbHOCTb CLLUA
Kntaun

Xakepckas rpyrnnmpoBKa AddnnmpoBaHsbl C
rocyfapcTBoMm

He apodunmpoBaHsbl C
rocyfapcTesom

APPUNNPOBAHHOCTb

Kpa>|<a N OIrN1aCKa Ba>XHbIX AdHHbIX

Trn xakepckow aTakm DDoS-aTaka

Aedenc

O61BbABMEHbI B MEXAYHAPOAHbIN PO3bICK

Peakuws Ha aTaky LLInpokoe ocBelLieHMe B CPeACTBax MacCOBO

NHPopMaLmm




nnortesbl

HaLlMoHa/bHag NPUHAANEXHOCTb XakepRoB/ XKEePTBbLI: K "CBOUM"

OTHOLUeHWMe byaeT bonee nosanbHbIM (A. TawwiBen)

APOUINPOBAHHOCTL C FOCYAARCTBOM: IMeeT 3HayeHune B
PaMKax OAHOW CTpaHbl

XeptBa ataku: CMU < lNpaBsawas naptns < [NpaBUTenbLCTBO
(HO Tak>e 3aBUCUT OT MOINTUYECKNX OpUeHTaL N

pecnoHaeHTal)



nnortesbl

TN XxakepckoW aTaku: Kpaxka 1 ornacka AaHHbIX byaeT
BOCMPUHKMMATbLCSA Kak 6bonee cepbEé3HOoe AeCTBME MO
CpaBHeHUO c DDoS-aTtakon 1 agedpenicom

PeakLina Ha aTaky:
1. lenCcTBUA XakepoB, KOTOPbIe npecieaytoTca BNACTAMMN,
MOTYT BbI3blBaTb COCTPaAaHue
2. [lenctBuna XxakepoBs, KOTOpbIe npecneAyroTca BNaCTAMMU,
MOrYT Bbl3BaTb 60NblLee nopuuaHme



NICTOYHUNKUN AAaHHbIX

Pe3ynbTaThbl conjoint-3KCNepuMeHTa

Bo3MoOXHbIe nnatdopMbl ANA NpoBeeHNS:

e AHAEeKC. ToNoKa
« RADAR.Conjoint
o Conjointly




O>Xnpaemsblie pesynbTaThl

BO3MOXHO yaacTCs BbIABUTb BAUSIHUE HE KaKUX-
TO KOHKPETHbIX $paKTOPOB, @ X COBOKYMHOCTW.

Bo3MOXXHO Hamnboiee cyLleCcTBEHHbIMU OKaXyTCs
MMEeHHO couManbHO-AemMorpapunyeckme
XapaKTepUCTnKn pecrnoHaeHTa.




OrpaHunyeHunsa nccnepgoBaHunsa

« COUMANBHO-MOMNTUNYECKNN KOHTEKCT Poccm moxeT
NOBNVATb Ha YeCTHOCTb OTBETOB B NpeABapuTe/IbHOM
6/10ke cougem BOMPOCOB ——> UCMNOJ/Ib30BaHMe proxy
nepemMeHHbIX

« BbIbOpKa orpaHnyeHa ToN1bKO NON30BaTeNAMU NHTEPHETA
N He NOKa3blBaeT HACTPOEHS BCEro 06LLEeCTBa;
HO: nonntrnyeckasa akTUBHOCTb XakepoB HanpaB/ieHa Kak
pPa3 UMEHHO Ha HUX






